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Mpumeyanme. B yctporictBax ISR G1 ncnonbaytotcsa nHtepdpericel FastEthernet BMecto GigabitEthernet.
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Ta6nuua IP-agpecoB

YcTpouncTtso WHTepdpeinc IP-appec Macka noacetn | LUnio3 no ymonyaHuio | lNMopT komMyTaTopa
G0/0 209.165.200.225 | 255.255.255.248 | H/TI ASA EO0/0
Rt S0/0/0 (DCE) 10.1.1.1 255.255.255.252 | H/T H/M
S0/0/0 10.1.1.2 255.255.255.252 | H/T H/M
R? S0/0/1 (DCE) 10.2.2.2 255.255.255.252 | H/T H/M
GO0/1 172.16.3.1 255.255.255.0 H/MN S3 FO/5
RS S0/0/1 10.2.2.1 255.255.255.252 | H/T H/M
VLAN 1 (EO/1) | 192.168.1.1 255.255.255.0 H/M S2 F0/24
ASA VLAN 2 (E0/0) | 209.165.200.226 | 255.255.255.248 | H/M R1 G0/0
VLAN 3 (E0/2) | 192.168.2.1 255.255.255.0 H/M S1 F0/24
PC-A NIC 192.168.2.3 255.255.255.0 192.168.2.1 S1 FO/6
PC-B NIC 192.168.1.3 255.255.255.0 192.168.1.1 S2 F0/18
PC-C NIC 172.16.3.3 255.255.255.0 172.16.3.1 S3 F0/18
3apgauu

YacTb 1. BazoBas HacTpomnka mapLupyTusatopa/kommyTtaTopal/llK

MopkntodeHue ceTeBbIx kKabenen n cHpoc NpeabiayLLMX HACTPOEK Ha YCTPOMNCTBAX, KaK NMOKa3aHo Ha TOMOMOrM4eCcKon cxeme

KoHurypupoBaHne 0CHOBHbLIX NapamMeTpoB A MapLUpyTM3aToOpOB

KoHdurypuposaHue napameTpos IP ans xocTtos

MpoBepka cBsi3n

CoxpaHeHre OCHOBHOW TeKyLLen KOHMIypaLmmn ans Kaxgoro mapLipytusatopa n komMmytaTtopa

Yactb 2. floctyn k KOHconu ASA n ASDM

Hoctyn k koHconu ASA

C6poc npegplayLmnx HacTpoek koHdpurypauum ASA

Mponyck pexxmma HacTPONKK

Hactporika ASA c nomoLubto ckpunta CLI

Hoctyn k ASDM

Yactb 3. Hactpouka cetn SSL VPN c ncnons3oBaHuem knueHta AnyConnect ¢ nomoubio ASDM
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3anyck mactepa VPN

Bbi6op npoTtokona wudposaHus VPN

Bbibop o6pasa knueHTa, KOTOpbIA HYXXHO 3arpy3vTb nonb3osatensam AnyConnect

HacTtponka nokaneHon ayteHTudpukaumm AAA

HacTponka Ha3Ha4YyeHnsa KNMeHTCKUX aapecos

HacTpoiika paspelueHusi ceTeBbIX UMEH
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e  WcknoyeHune npeobpasoBaHus agpecoB Ans VPN-Tpadguka
e (O630p BapuaHTa pa3BepTbiBaHusA knueHTa AnyConnect

e  O630p akpaHa Summary 1 npuMeHeHue KoHdurypauum onsa ASA

YacTtb 4. NoakntoyeHune kK AnyConnect SSL VPN

Mposepka npocuns knueHta AnyConnect

e Bxop B cucTeMy C yaaneHHoro xocta

e  OG6HapyxeHune nnaTtdopmbl (Mpy HeObX0AUMOCTH)

e ABTOMaTM4eckasi ycTaHoBka knmeHTa AnyConnect VPN (npu HeobxoanmocTm)
e YcraHoBka Bpy4Hyto knneHTa AnyConnect VPN (npu HeobxognmocTu)

e [lposepka cBasm no VPN

UcxopHble paHHble/cueHapun

lMomM1MO MeXCceTeBOro aKpaHa C COXPaHEHNEM COCTOSIHUS U Apyrux pyHKumi 6esonacHocTn, ASA MOXET NpegocTaBnsiTh
dyHkumu site-to-site VPN 1 VPN ans yaaneHHoro goctyna. ASA nogaepXuBaeT [iBa OCHOBHbIX peXxuma passepTbiBaHus,
ucnonb3yembix Ans cosganusa ceten VPN ans yaaneHHoro goctyna ¢ nogaepxkon Cisco SSL.

e Cetb SSL VPN 6e3 ucnonb3soBaHus knueHTa — cetb VPN 6e3 ncnonb3oBaHus knueHTa, Ha ocHoBe Bpaysepa,
no3BonsALas nonb3oBaTenam ycraHasnuaaTtb 6e3onacHbin VPN-TyHHeNb AN yaaneHHoro gocryna k ASA
npv nomoLum 6pay3epa n BCTpoeHHoro npotokona SSL ana 3awmtel VPN-Tpaduka. Mocne ayteHTndmkaumm
nonb3oBaTenu NonagaltT Ha CTpaHWLy nopTana 1 MoryT nofyyaTtb AOCTYN K Heob6XxoaMMbIM, NpeasapuTensHO
onpeaeneHHbiM BHYTPEHHMM pecypcam.

e Cetb SSL VPN c ucnonb3oBaHneM KInMeHTa No3BONseT yCTaHOBUTL TyHHenNbHoe coeanHeHme no VPN SSL,
HO TpebyeT ycTaHoBku knueHTckoro npunoxeHna VPN Ha yaaneHHom xocte. Nocne ayTteHTudukaumm nonb3osaTenu
MOryT nosy4aTb AOCTYN K Nto6oMy BHYTPEHHEMY pecypcy, KaK ecni Bbl OHU U3NYECKN HAXOAMINNCHL B FIOKasbHON
cetn. ASA nogaepxmsaet cetn VPN ¢ ncnonb3oBaHuem knveHta SSL u IPsec.

B vacTtn 1 aton nabopatopHon paboTbl HEO6XOANMO CKOHPUIYpMpOBaTb TOMOMOMMI0 U YCTPONCTBA, OTANYHbIE OT ASA.

B vacTtn 2 Heobxoaumo nogrotoButs ASA k gocTyny Yyepe3d ASDM. B yactu 3 Heobxoammo ucnonb3osats mactep ASDM
VPN ans HacTtpovikm cetn SSL VPN ana yaaneHHoro goctyna ¢ ucnonb3oBaHmeM knneHta AnyConnect. B yactu 4
HeobX0aMMO YCTaHOBUTb COEAUHEHMWE 1 MPOBEPUTL CBA3b.

B Bawer komnaHum nmeeTcsa 2 nnoLlaakuy, nogknoveHHble K ISP. MapwpyTtusatop R1 npeacrasnser cobomn koHevHoe
yctponcteo (CPE), paboton koToporo ynpasnseT ISP. R2 — 370 npoMeXyTouHbIA MHTEPHET-MapLupyTusaTop. Mappytu-
3aTtop R3 nogknioyaert nonb3oBatenen yaaneHHoro dunuana k ISP. ASA — aT1o rpaHmMyHoe ycTponcTeo 6e3onacHocTy,
NoAKoyatoLLee BHyTpMKopnopaTtusHyto cete 1 DMZ k ISP n ogHoBpemeHHo npepoctaBnstollee cepsucsl NAT
BHYTPEHHMM XOCTaM.

MeHemKMeHT KomMnaHMu nonpocun Bac npegoctasutb goctyn no VPN ans yaaneHHbix COTPYAHUKOB, ucrnonb3ya ASA
B kayecTBe KoHueHTpaTopa VPN. OHu XoTAT, 4ToObI Bbl MPOBEPUNN MOAENb AOCTYNa C UCMONb30BaHNEM KITMEHTa
Cisco AnyConnect n SSL.

MpumeyaHue. B aaHHo nabopaTopHOi paboTe MCMOSb3YTCA KOMaHabl U BbIXOAHbIE AaHHbIE AA MapLupyTusaTtopa
Cisco 1941 ¢ NO Cisco 10S Release 15.4(3)M2 (c nuueHsuen Security Technology Package). donyckaetcst ucnons3so-
BaHue gpyrnx mapupyTtumdatopos u Bepcuin Cisco I0S. Cm. cBogHyto Tabnuuy no nHtepdericaMm MapLUpyTM3aTopoB

B KOHLLe 3TON nabopaTtopHon paboTel AN onpeaeneHns naeHTnOUKaTopoB MHTEPAENCOB C y4eTOM 060pya0BaHUA

B nabopaTopun. B 3aBnucumocTn ot Mmogenun mapLupyTusatopa n sepcum Cisco 10S, gocTynHble KOMaHabl U BbIXOOHbIE
JaHHble MOTyT OTNMYaTLCA OT yKasaHHbIX B JaHHOW nabopaTopHow paboTe.

ASA B gaHHon nabopaTopHon paboTe npeacTaensiet cobon mogenb Cisco 5505 co BCTPOEHHBIM 8-MOPTOBbLIM
kommyTaTopom, ¢ OC Bepcum 9.2(3) 1 ASDM Bepcun 7.4(1) n umeeT 6a30BYH0 NULIEH3MIO, NOSAEPKUBAIOLLYIO MaKCUMYyM
Tpu cetn VLAN.

MNpumeyaHue. MNepen Hayanom paboTbl yGeauTeCh, YTO MapLLPYTU3ATOPbI Y KOMMYTaTOPbl COPOLLEHBI U HE UMEOT
KOHGMrypauumio 3anycka.
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Heob6xopaumbie pecypcbl

OpHo yctpoiictBo ASA 5505 (Bepcus OC 9.2 (3), ASDM Bepcun 7.4(1), 6asoBasi unm conoctaBmMmasi NIMLIEH3NS)

3 mapwpyTtrsatopa (Cisco 1941 ¢ obpasom Cisco IOS Release 15.4(3)M2 n nuueH3ven Security Technology Package)

3 kommyTaTtopa (Cisco 2960 nnum aHanormyHeln) (HeobA3aTenbLHO)

3 NK (Windows 7 nnu 8.1, ¢ yctaHoBneHHbIM SSH-knmMeHToM)

MocnepoBatencHble kabenu n kabenun Ethernet, kak nokasaHo Ha TOMOMNOMMYECKON Cxeme

KoHconbHble kabenu Ana HacTPoWKK ceTeBbIX YCTPOWCTB Cisco

YacTtb 1: BasoBas HacTpomka mapwpyTtusatopa/kommyTtatopal/llK

B yactu 1 Heo6xo4MMO onpeaenuTb TOMOMOMMID CETU U CKOHPUIYPUMPOBaTb OCHOBHbIE NAapaMeTpbl Ha MapLLpyTU3aTopax,

Takue kak |IP-agpeca nHTepdencoB 1 ctaTuyeckas MapLupyTmsaums.

Mpumeyanune. Ha gaHHOM aTtane He KoHurypupynte napametpbl ASA.

Lar 1: MogknioyeHne ceTeBbIX Kabenen u copoc npeabiAyLMX HACTPOEK Ha YCTPOUCTBAX.

MpucoennHWTe yCTPOWCTBA, Kak Noka3aHo Ha TOMOMOrM4eckon cxeme, U yCTaHOBUTE Heobxoammble kabenbHble
coegvHeHus. YbeamTechb, 4TO MapLUpyTM3aTopbl 1 KOMMYTaTOPbl COPOLLEHbI U HE UMEKDT KOHUIypaLmio 3anycka.

LWar 2: HacTtpouka mapwpyTtusartopa R1 ¢ nomowsto ckpunrta CLI.

Ha gaHHOM Lware anst KOHUrypmMpoBaHmus OCHOBHbIX MapaMeTpoB MapLupytusatopa R1 ncnonbayiite cnegytowmn ckpunt CLI.
CkonupyiTe 1 BCTaBbTE NEPEYNCTIEHHBIE HKE CKPUMTOBLIE KOMaHabl. Habnogavite 3a coobLLEHNSIMU, NOSABMAALLMMUCS MPK

UCNOIMHEHUM KOMaH, YTOObI y6eamTbCsa B OTCYTCTBUM OLLMOOK Unv NpeaynpexaeHun.

MpumeyaHme. B 3aBMcmMmocTn OT Modenun mapLupyTu3aTtopa, MHTepdencel MOryT 6bITb NPOHYMEPOBaHbI NO-ApYyromy,
Hexenu B npumMepe. B Takom cnyyae HeO6X0AMMO BHECTU COOTBETCTBYHOLLME U3MEHEHUS.

MpumeyaHune. B gaHHON 3agaye yctaHOBNEHa MMHUManbHasa AnvHa napons B 10 cumBonos, a caMmu naponu 6einm
ynpoLLeHbl Anst obnervyeHns BbiNonHeHWs nabopaTtopHon paboTbl. B npon3BoaCcTBEHHON CeTU pekoMeHayeTCs
ncrnonb3oBaTb 6ornee CrnoXxHble Naponu.

hostname R1

security passwords min-length 10
enable algorithm-type scrypt secret ciscol2345

username adminOl algorithm-type scrypt secret adminOlpass

ip domain name ccnasecurity.com
line con O
login local
exec—timeout 5 0
logging synchronous
exit
line vty 0 4
login local
transport input ssh
exec—timeout 5 0
logging synchronous
exit

interface gigabitethernet 0/0
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ip address 209.165.200.225 255.255.255.248
no shut
exit

int serial 0/0/0

ip address 10.1.1.1 255.255.255.252

clock rate 2000000

no shut
exit

ip route 0.0.0.0 0.0.0.0 Serial0/0/0

crypto key generate rsa general-keys modulus 1024

War 3: Hactpouka mapwpytusatopa R2 ¢ nomowbto ckpunrta CLI.

Ha paHHoMm Lware ans KOHUrypmMpoBaH1s OCHOBHbIX MapaMeTpoB MapLupyTmM3aTtopa R2 ucnonbsynte cnegyroLmn
ckpunT CLI. CkonupyiiTe 1 BCTaBbTe NepeYnCrieHHbIe HUXKE CKPUNTOBbIE KOMaHAbl. HabntoaalTte 3a coobLleHnsamu,
NOSIBASIIOLLMMUCS: MPU UCTIONHEHUN KOMaHA, YTobbl y6eamMTbCa B OTCYTCTBUM OLUMGOK 1K NpeaynpexaeHui.

hostname R2
security passwords min-length 10
enable algorithm-type scrypt secret ciscol2345
username adminOl algorithm-type scrypt secret adminOlpass
ip domain name ccnasecurity.com
line con 0
login local
exec—timeout 5 0
logging synchronous
exit
line vty 0 4
login local
transport input ssh
exec—timeout 5 0
logging synchronous
exit
interface serial 0/0/0
ip address 10.1.1.2 255.255.255.252
no shut
exit
interface serial 0/0/1
ip address 10.2.2.2 255.255.255.252
clock rate 2000000
no shut
exit
ip route 209.165.200.224 255.255.255.248 Serial0/0/0
ip route 172.16.3.0 255.255.255.0 Serial0/0/1

crypto key generate rsa general-keys modulus 1024
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LWar 4: Hactpowka maplpytusatopa R3 ¢ nomowbio ckpunrta CLI.

Ha naHHOM Luare Ans KOH(UrypupoBaHUs OCHOBHbLIX NapaMeTpoB MapLupyTudaTopa R3 ncnonk3ayite cregytoLuii
ckpunT CLI. CkonupyiiTe 1 BCTaBbTe NepevmncrieHHble HUXE CKpUNToBbie KoMaHabl. HabnoaaiTe 3a coobLueHnsMu,
NOSIBNSALLMMUCS NPU UCTIOTTHEHUM KOMaH, YToObl y6eauTbes B OTCYTCTBUM OLUMGOK U NpeaynpexaeHui.

hostname R3

security passwords min-length 10
enable algorithm-type scrypt secret ciscol2345
username adminOl algorithm-type scrypt secret adminOlpass
ip domain name ccnasecurity.com
line con 0

login local

exec-timeout 5 0

logging synchronous

exit

line vty 0 4

login local

transport input ssh

exec-timeout 5 0

logging synchronous
exit

interface gigabitethernet 0/1

ip address 172.16.3.1 255.255.255.0
no shut
exit

int serial 0/0/1

ip address 10.2.2.1 255.255.255.252
no shut
exit

ip route 0.0.0.0 0.0.0.0 Serial0/0/1

crypto key generate rsa general-keys modulus 1024

LWar 5: KoHcurypupoBaHme napameTpoB |IP ans xocToB.
HactponTe cratudeckni IP-agpec, macky noacety v Wwnto3 no ymondaxuo ansa komnetotepos PC-A, PC-B n PC-C,
Kak nokasaHo B Tabnuue IP-agpecos.

LWar 6: MpoBepka cBA3N.

ASA s1BNnsieTCst OCHOBHbLIM NYHKTOM MEXAY CETEBLIMMU 30HAMU, U OHO eLLie He Bbio CKoHMIypupoBaHo. Noatomy
MeXAy MOOKMHYEHHbIMU K HEMY YCTpoNCTBamu cBA3mn He byaeT. OgHako y komnbtotepa PC-C gormkHa 6biTb
BO3MOXXHOCTb OTMNpPaBuTb 3X0-3anpoc Ha uHtepdenc GO0/0 mapwpyTtusaTtopa R1. C komnbtotepa PC-C oTnpaBsbTe
axo-3anpoc Ha IP-agpec nHtepdeinca G0/0 mapwpyTtnsatopa R1 (209.165.200.225). Ecnu 3anpock! 3aBepLuarTcs
C OLUMOKON, U3MEHUTE 3HAYEHMS OCHOBHbIX MApaMeTPOB YCTPOWCTBA Nepes TeM, Kak NPodosikuTb paboTy.

Mpumeyanune. Ecnn axo-3anpocsi ¢ komnbtotepa PC-C Ha uHtepdericsl GO/0 n S0/0/0 mapLupyTtrdaTtopa R1 BbINONHEHBI
YCMELLUHO, 3TO 03HAYaET, YTO agpecaLms HaCTPOeHA BEPHO M CTaTUYeCKasi MapLLpyTM3aLUums HacTpoeHa U paboTaeT ucnpaeHo.

Lar 7: CoxpaHeHne OCHOBHOM TeKylUel KOHUrypaumum Ans Kakaoro mapLpyrtusaTopa u KomMmyTaTopa.
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YacTtb 2: loctyn Kk KOHconu ASA n ASDM

War 1: Copoc npepbiAyMX HacTpoek KoHdurypaumm ASA.
a. C nomoLlubo KOMaHabl Write erase yganute ¢ann startup-config us dnew-namaTu.
MpumeuaHue. Komanga IOS erase startup-config He nogaepxusaetca Ha ASA.

b. Wcnonesynte komaHgy reload ana nepesanycka ASA. Npu atom ASA 3arpysutcs B pexume Hactponku CLI. Ecnun
Bbl yBUamnTe cooblieHne System config has been modified. Save? [Y]es/[N]o:, BBeguTe no n HaxmuTe Enter.

LWar 2: Mponyck pexxuma HacTPOMUKM.

Mocne nepesarpy3ku ycTponcTBo ASA JOMmMKHO onpeaennTb, YTo He XxBaTaeT darina startup-config, n nepentn B pexum
HacTpoviku (Setup). Ecnu nepexoa B AaHHbIV peXUM He BbINOMHAETCS, MOBTOPUTE Lwar 2.

a. [pw 3anpoce Ha npeaBapuTEnbHY HACTPOWKY MEXCETEBOro 3KpaHa C MOMOLLBIO UHTEPaKTMBHBIX NOACKa30K
(pexum ycTaHoBKM) OTBETLTE NO.

b. Bongute B npMBMNeErnpoBaHHbIA PEXUM Npu NOMOLLM KoMaHabl enable. Ha gaHHOM aTane naposb A0omKeH ObiTh
nycTbiM (OTCYTCTBOBATB).

LWar 3: Hactponka ASA ¢ nomowybio ckpunTta CLI.

Ha paHHowm ware ¢ nomouupsto ckpunta CLI Heo6xoanmo CKOHUrypnpoBaTb OCHOBHbIE NapamMeTpbl, MEXCETEBON 3KpaH
n DMZ.

a. C nomoLupbto komaHasl show run y6eaurtecs, 4to B ASA He 0CTanoch npeablayLumx HacTPOeK, OTINYHbIX OT 3HaYEeHUI
MO YMOIIHYaHUIO, KOTOPbIE aBTOMATUYECKM NMPUMEHSAIET AaHHOE YCTPOMCTBO.

b. Bongute B pexxum rnobanbHOM HaCTPoVkN. Ha 3anpoc aHOHMMHOWM OTNpaBkun OTY4eTHOCTM (call-home reporting)
OTBETLTE NO.

c. Ckonupyiite 1 BCTaBbTe NepednCrieHHble HUKe KOMaHabl CKpunTa Ans npeasapuTenbHOro koHourypuposanus VPN
B 3anpoce B pexumMe rnodanbHon HacTponkn ASA, 4Tobbl 3anyCcTuTb npolecc HacTpoviku ceter SSL VPN.

HabntoganTe 3a cooBLLEHNAMN, NOSBASIOLLMMANCS NPU UCMOSNHEHUM KOMaH, YToObl y6eamTbca B OTCYTCTBUM OLLIMOOK
unu npegynpexaeHun. MNpy nonyyeHun 3anpoca Ha 3ameHy napsbl krnoyen RSA oTeeTbTe yes.

hostname CCNAS-ASA
domain-name ccnasecurity.com
enable password ciscol2345
!

interface Ethernet0/0
switchport access vlan 2
no shut

!

interface Ethernet0/1
switchport access vlan 1
no shut

!

interface Ethernet0/2
switchport access vlan 3
no shut

!

interface Vlanl

© 2020 Komnanus Cisco u/unu ee goyepHue komnaHmn. Bee npasa 3awwumileHbl. STOT AOKYMEHT ABnsieTcs obwenoctynHon nHgpopmaumen Cisco. C1p. 71329



CCNA Security naBa 10. JlTabopaTopHas pa6oTta D

nameif inside

security-level 100

ip address 192.168.1.1 255.255.255.0

!

interface Vlan2

nameif outside

security-level 0

ip address 209.165.200.226 255.255.255.248
!

interface Vlan3

no forward interface Vlanl

nameif dmz

security-level 70

ip address 192.168.2.1 255.255.255.0

!
object network inside-net

subnet 192.168.1.0 255.255.255.0

!
object network dmz-server

host 192.168.2.3

!
access-list OUTSIDE-DMZ extended permit ip any host 192.168.2.3
!
object network inside-net

nat (inside,outside) dynamic interface

!
object network dmz-server

nat (dmz,outside) static 209.165.200.227
!
access-group OUTSIDE-DMZ in interface outside
!
route outside 0.0.0.0 0.0.0.0 209.165.200.225 1
!
username adminOl password adminOlpass

!
aaa authentication telnet console LOCAL
aaa authentication ssh console LOCAL
aaa authentication http console LOCAL

!
http server enable
http 192.168.1.0 255.255.255.0 inside

ssh 192.168.1.0 255.255.255.0 inside
telnet 192.168.1.0 255.255.255.0 inside
telnet timeout 10

ssh timeout 10

© 2020 Komnanus Cisco wn/vnun ee govepHye komnanun. Bece npaBa 3awjuieHbl. ATOT AOKYMEHT sBnsieTcs obuenoctynHon nHdopmauuen Cisco. C1p. 8 M3 29



CCNA Security naBa 10. JlTabopaTopHas pa6oTta D

|
class-map inspection default
match default-inspection-traffic
policy-map global policy
class inspection default
inspect icmp
|

crypto key generate rsa modulus 1024

B 3anpoce B NpvBMnierMpoBaHHOM pexume BBeAMUTE KOMaHay Write mem (unu copy run start), 4Tobbl coOxpaHuTb
TEKyLLYH KOHUIypauuo B Ka4ecTBe KOHpUrypaumm 3anycka u knodeit RSA B sHeproHe3aBUCcMMON NamsaTu.

War 4: foctyn K ASDM.

a.

OTkpowte 6paysep Ha komnbtoTepe PC-B 1 npoeepbTe HTTPS-goctyn k ASA, BBeas cTpoky https://192.168.1.1.
Mocne BBOAa ykasaHHoro Bbiwe URL-agpeca (https://192.168.1.1) AOMKHO NOSBUTLCA NPeaynpexaeHne CUcTeMb!
6e3onacHocTu o ceptudukaTe 6esonacHocTn canta. LenkHute Continue to this website. Ha Bce gpyrue
npegynpexaeHns cuctembl 6e3onacHocTn HaxumanTe Yes.

MpumeuaHue. Ybegutecs, 4to B URL-agpece ykasaH npotokon HTTPS.

Ha craptoBoin ctpaHmue ASDM Haxmunte Run ASDM. Mosasutca okHo ASDM-IDM Launcher.

| & Cizco ASDM 74(1) : [ A ow L

x Google v P Seach + More®  Signln X ~

% Cisco ASDM 7.4(1) L

Cisco ASDM 7.4(1) provides an intuitive graphical user interface that makes it easy 1o s&t up,
configure and manage your Cisco security appliances.

Cisco ASDM can run as a local application or as a Java Web Start application,

When you run Cinta ASOM an » local sppiication, @ connests 1o vuur securdty sppliances frum your
desktop uang SSL. Rurang Cace ASDHM 32 an appication has these advantages

* You con invoke ASOM from a desktop shortcut. Ko Drowser s regquoed

* One desktop shoctout alloss yoo to connect to muktiple secunty agphances.

Install ASDM Launcher

Run Cisco ASDM as a Java Web Start application

* Oick Run ASOM to run Cisco ASDM
* Click Run Startup Wizard to run the Startup Wizerd. The Startup Wizard walks you through,
step by step, the iniiai configuratson of your secunty appliance

Run ASDM Run Startup Wizard

Copynght £ 2006-2015 Ceco Systems, Inc, All nghts reserved
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C.

BoriguTe B cuctemy kak nonb3oBatens admin0l ¢ naponem adminOlpass.

=4
==

Username: |admin01

5] Cisco ASDM-IDM Launcher v1.6(0)

Cisco ASDM-IDM Launcher

Enter username and password for 192, 168.1.1

Password: ...........l

[] Remember the username of the spedfied device on this computer

(=] ® ==

il
cisco

| {

| o

Close l

&

Yactb 3: Hactpounka cetu SSL VPN c ncnonbsoBaHuem knueHta AnyConnect

¢ nomoubo ASDM

War 1: 3anyck mactepa VPN.

a.
b.

B rmaBHom meHto ASDM BbiGepuTe Wizards > VPN Wizards > AnyConnect VPN Wizard.

MpoumnTanTe TEKCT Ha 3KpaHe 1 NpoBepbTE TONoMnornyeckyto cxemy. Haxmmre Next, 4ToGbl NPOAOITHKUTB.

VPN Wizard Dhodaction

3 AnyConmect VPN Connection Setup Wizsrd

Use the wizard to confipure the ASA %0 acoept VPN connections from the AnyConnect VW Clent. The connections sl be
protected usng eiher the IPsec o the SSL protocol. The ASA will automascaly upload the ArpConnect VWPN Chent to he end

e’y Savice wher & VN Comnection i establshed.

Ll

besd

VPN Merrcle Ascese

i

Moo

© 2020 KomnaHus Cisco n/vnu ee govepHUe KOMNaHum.
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LWar 2: HacTtpowka npoduns nogknioyeHusi uHtepderica SSL VPN.

Ha akpaHe Connection Profile Identification B none Connection Profile Name BBegnte AnyConnect-SSL-VPN u ykaxute
nHtepdeinc outside B none VPN Access Interface. HaxxmuTte Next, 4To6bl NpogosmknTb.

AnyConnect VPN Connection Setup Wizard

Steps

. Introduction

Connection Profile
Identification

[

. WPN Protocols

. Client Images

wm

. Authentication Methods

. Client Address Assignme

=

. Network Name Resolutio
Servers

. MAT Exempt

. AnyConnect Client
Deployment

10. Summary

X5

Connection Profile Identification
This step allows you to configure a Connection Profile Name and the Interface the remote access users will access for VPN
connections.

Connection Profile Name: | AnyConnect-SSL-VFN

VPN Access Interface: outside

< Back Cancel Help

LWar 3: Beibop npotokona wudpoBaHusa VPN.

Ha akpaHe VPN Protocols cHumuTe dnaxok IPsec. OctasbTe dnaxok SSL. He ykasbiBante cepTudmkaT yCTponcTea.
Haxmute Next, 4tobbl NPOAOIKUTL.

1
2

T T BN

Steps

. VPN Protocols

. Client Images

. Authentication Methods
. Client Address Assignme

. Network Name Resolutio

8. NAT Exempt
. AnyConnect Client

10. Summary

AnyConnect VPN Connection Setup Wizard

Introduction

Connection Profile
Identification

Servers

Deployment

=)

VPN Protocols

AnyConnect can use either the IPsec or 551 protocol to protect the data traffic, Please select which protocol or protocols you
would like this connection profile to support.

V| S5L

Device Certificate

Device certificate identifies the ASA to the remote access dients. Certain
AnyConnect features (Always-On, IPsec/IKEvZ) require that valid device certificate
be available on the ASA.

Device Certificate: | -- None --

- Manage...

Cancel Help

© 2020 Komnanus Cisco u/unu ee goyepHue komnaHmn. Bee npasa 3awwumileHbl. STOT AOKYMEHT ABnsieTcs obwenoctynHon nHgpopmaumen Cisco.
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LLar 4: BbiGop obpasa kKnumeHTa, KOTOpPbIA HYXXHO 3arpy3uTb nonb3oBartensmMm AnyConnect.

a. Ha akpane Client Images HaxmuTe Add, 4Tobbl ykasaTtb NyTb K danny ¢ obpasom knneHta AnyConnect.

o

3. Autherhzation Methods

Chert Nidress Aspgrme

Metwork Nerme Resch8o
Servers

0. NAT Exmrpt

9, ArwCanrwct Chent

Degioyment

0. Sammery

1) AnyConmect VPN Connection Setup Wizsrd 55
Stepi Thordt Jrages
L Invoducton ASA can automatcaly upioad the latest AnyConnect pocdiage to The chent device when & acoesses the anlervise nebwork
Z f;ﬂ":;_"’"”"“‘ A regular expresson can be used £ nakch the user agent of & bromaer 15 an mage.
R You tan sleo M conmecion sehun B by moving F mage used by the most commonly ancountered operation systen 1o
3. VPN Protocols the top of the st
4. Chent Images

& Al Nestocw [l Owlene | ¥ [ &

rage Regulsr expresson 10 reaich user-egent

You can cownioad AnyConmect Clent packiapes from Qizco by seerdhing "AnyConmect VPN Clent? or ghok hers,

<Back [ Net> | Canxal i

b. B okHe Add AnyConnect Client Image Haxmute Browse Flash.

© 2020 Komnanus Cisco wn/vnun ee govepHye komnanun. Bece npaBa 3awjuieHbl. ATOT AOKYMEHT sBnsieTcs obuenoctynHon nHdopmauuen Cisco.

[E} Add AnyConnect Client Image @
AnyConnect Image: | Browse Flash...
Reaqular expression to match user-agent ¥
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c. B okHe Browse Flash Beibepute dhann c naketom AnyConnect ansa Windows (B npumepe — anyconnect-win-
4.1.00028-k9.pkg). Haxxmute OK ansa Bosspata B okHo AnyConnect Client Image.

Folders Fles
5 y FieName ot Size (hytes) Dete Modfed
iy aypto_ardwve r s
4 ) coredumpnfo rjmruhtwin 05/13/15 13:42:54
s ) ] oypto_archive 05/13/15 13:42:24
(41} sdmckiop g 08/29/11 13:59:36
@ dskL: (] sbesitop 08/23/11 14:04:12
anycornectinux-2,5. 20 1449.0kg 6,689,433 04/16/15 16:12:18
ANYOOMMECT-MAcosx4386-2. 5, 20 14-k9.pkg 6,437,517 04/16/15 16:11:26

Anyconnect-win-2.5. 20 1449.pkg 4,578,591 04/16/15 16:10: 22

15F131 %

anyrornect-wn -4, L NI29-4S i

as292343.bn 30,458,095 02/13/15 15:09:42

asdm-741L.bn 26,350,915 03/25/15 14:70:14
csd 3.5, 200848.pkg 12,998 641 08/29/11 13:04:10
upgrade_startup_errors 2015051415070 100 05/14/15 15:07:38
wgrade_startun_errors_201505152216.000 100 05/15/15 22:16:00
upgrade_startup_erors_20 1505191913000 100 05/19/15 19:13:30

Fle Name: | anyconnect-win-4, x.onozsn.;ﬁlng

[ox [ coxel || Retesr |

d. CHoBa HaxmuTe OK ans Bosspata B okHo Client Image.

AnyConnect Image: fdidco:/anymrectmh-& 1,00028%9.pkg 1 Browse Fash...

Regular expression to match user-agent ¥

© 2020 KomnaHusi Cisco n/vunu ee fodepHue komnaHun. Bee npaBa sawiyieHbl. ITOT 4OKYMEHT siBnsieTcst obLienocTynHoii nHpopmaumen Cisco.  Ctp. 13 u3 29



CCNA Security

Fnaea 10. labopaTopHas pa6ora D

e.

Fo3

mlc ect VPN C ion Setup Wizard

Steps
L. Introduction

2. Connection Profie
Identfication

3, VPN Protecols

4. Client Images

. Authentication Methods
6. Clent Address Assignme

7. Netwock Name Resobutio
Servers

B. NAT Exempt

9. AnyConnect Clent
Deployment

Cent Images

ASA can automatically upload the latest AnyCornect package to the dient device when it accesses the enterprise network.

A regular expression can be used to matdh the user-agent of a Drowser (o an image,

BbibpaHHbIn 06pa3 Tenepb oTobpaxaetcst B okHe Client Image. Haxmute Next, 4ToObl NPOAOITKMTL.

You can also minimize connection s2tup tme by moving the image used by the most commonly encountered operation system to
the top of the lst,

& Add| [ Replace [ Deiete| $ | &

i) fanycoonect-van-4. 100035 oy

Regular expreassion to match uses-agent

|

_stesk | [ Next> |

LWar 5: HacTtpoika nokanbHon ayTeHTUukaumm AAA.

a.
b.

C.

You can download AnyConnact Clent packages from Qsco by seardeng "AnyConnect VPN Chent’ or dickc have.

[ Conc || Heb

Ha akpaHe Authentication Methods y6eguTecs, 4to B none AAA Server Group ykasaHo LOCAL.

BeepnuTe HoBOro nonb3oBartens ¢ umeHeM REMOTE-USER v naponem cisc012345. HaxmuTte Add.

o

i

0 AnyConmect VPN Connection Setup Wanrd
Seps Auherbicabon Nethods
1 Intoducton This step lets you speafy the location of the authentcation server
qrhee. Srofie You can dck 00 the Mew, ., " bution to create 3 new serves grom.
Identficabon
3. ¥ Protocos AM Server Growe |LOCREI Raditioe)
4, Owntt Urapes
S. Authentication Local Liser Dw taberve Owtads
Methads pe—
8. Cent Address Asagrere
7. Network Naree flesobtie A
Servers Username: REMOTEUSER _@;; J
8. NAT Exmvpt L
9, AryConvect et Coofim Passnord] sessssnnes
Degloyment
0. Sussrary

e | e

Haxxmute Next, 4ToObl NPOJOIKUTD.
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Lar 6: HacTpoika Ha3zHa4YeHUs1 KIMEHTCKUX agpecoB.

a. B okHe Client Address Assignment HaxxmuTe New, 4ToObI co3gaTb nyn agpecos IPv4.

AnyConnect VPN Connection Setup Wizard

Steps Client Address Assignment
1. Introduction

2. Connection Profile

Identification IPv6 address pool is only supported for SSL connection.
3. VPN Protocols
4. Client Images IP w4 Address Pool | IP w6 Address Pool
5. Authentication Methods Address Pool: | — Select — » New...
6. Client Address
Assignment Detailz of the selected address pool

7. Network Name Resolutio
Servers

8., MAT Exempt

9, AnyConnect Client
Deployment

10, Summary

< Back :

This step allows you to create a new address pool or select an existing address pool for IPv4 and IPv6. The AnyConnect dients
will be assigned addresses from the pools when they connect.

=)

Cancel Help

b. B okHe Add IPv4 Pool BBeguTe HaumeHoBaHue nyna Remote-Pool, ykaxunTte HavanbHbin IP-agpec 192.168.1.100,
KOHeuYHbIn agpec 192.168.1.125 n macky nogcetun 255.255.255.0. Haxmute OK gns BosspaTta B okHo Client Address
Assignment, B KOTOpoM Tenepb oTobpakaeTcs TONbKO YTO co3AaHHbIN Nyn IP-agpecoB yaaneHHbIX nonb3oBaTtenen.

Add IPv Pool

Mame: Remote-Pool

Starting IP Address: | 192,168, 1. 100
Ending IP Address: | 192,168, 1.125
Subnet Mask: 255,255,255.0

CK ] I Cancel

J

Help

(]

|

© 2020 Komnanus Cisco u/unu ee goyepHue komnaHmn. Bee npasa 3awwumileHbl. STOT AOKYMEHT ABnsieTcs obwenoctynHon nHgpopmaumen Cisco.
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c. B okHe Client Address Assignment Tenepb oTobpaxaeTcs TONbKO YTO CO3AaHHbIN Nyn |IP-agpecoB yaaneHHbIX
nonb3oBaTenen. Haxmute Next, 4ToObl NPOAOITKNTD.

"1 AriyConmect VPN Connection Setup Wizsrd @
Stepi Thort Addy 235 Assgresent
L Invoducton Ths step allows you (o eate & new address pool o s=lect an exstng address poodl for w4 and P46, The AnyConnect dents

I3 J
2. Conrecton Profie e assigred addresces from the pods when they connect.

S 198 ackirens posi ooy musperted for S5 conmecters
3. VPN Protocols
4, Ot Images P vé Addresz Pool | 1P w6 Address Pool
3. Auherfication Methods Address Pool: RematePodl - Mew...
6. Chent Address
Assignment Detals of the selected address pool

Neswork Name Reschooo Statrg ¥ Adcdvees:  [[EECNEIT
Servers
NAT Exerpt

RevpConoect Chent St Manh: 2555550 -
Degloyment

1. Summary

~

Endng IF Addresst 1921681125

- @

<Back | Mest> | Cacal || e

LWar 7: HacTtpoika pa3pelieHns ceteBbIiX UMEH.

Ha akpaHe Network Name Resolution Servers seeaute IP-agpec DNS-cepsepa (192.168.2.3). OcTaBbTe TekyLiee
JoMeHHoe nmsi ccnasecurity.com. Haxmute Next, 4ToObl NPOAOIKUTD.

"I AmConmect VPN Connection Setup Wizsrd 75|

Stepe Network Nave Resoluton Secvers

Invoducton Thes step iets you spacfy how domain names are resclved for the remote user when accesang e indemal netvork

1 Conrecton Profie
Identfcation DN Sarvers: 192.168.2.3

. WP Protocols WINS Servess:

A W

Clent bvoges Domasn Name:  conesecunty, com
Autericaton Methods

-

6. Oert Nidress Asegme

Network Name
Resolution Servers

NAT Exmrpt

9, AvwCorrwct Chent
Depioyment

~

0. Sy

<Back | Hest> | Cacal || e
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LLar 8: UcknioueHne npeobpasoBaHusa agpecos ansa VPN-Tpadmka.

Ha akpaHe NAT Exempt yctaHoBuTe donaxok Exempt VPN traffic from network address translation. He meHsinte
yCTaHOBEHHbIE MO YMOMYaHuo 3HaveHus B nonsx Inside Interface (inside) n Local Network (any4). HaxmuTe Next,

YTOObI NPOOOITKUTD.

Stepe

Invoduction

v

Conrecton Profie
Identfication

VPN Frotocols
Ot Images
Autherficaton Methods
Ot Midress Assgrme

- o e oA ou

Metvork Neme Resch o
Servers

HAT Exempt

AevpCarmmct Chent
Degioyment

o @

0. Samery

3AMMWNCMS¢MW’W

MAT Exerpt

TF network address trangaton is ensbled on e ASA, e Yo Taffic must be exampt from this trarslabion

¥ Exengt VPN trafic from network addrese trangiasion)

Fede Interface & the interface drectly connected to pour nternal
network.

ode Interface: nsde -

Local Netwerk 1 P netaark addeessies) of the niernal network that
chent can access

Local Metwork:  any4

Thw traffic betaeen AmyCormect chent and internal network ol be
exerot fom network address translation

besd

< Back Mext > Cancai e

Lar 9: O630p BapuaHTa pa3BepTbiBaHUA knueHTa AnyConnect.

Ha akpaHe AnyConnect Client Deployment npoyTuTe TEKCT C onMcaHuem onuui n Haxmmute Next, YTobbl NPOOIMKUTD.

Stepe

Invoduction

1 Conrecton Profie
Identfication

VPN Frotocols
Ot Images
Autherficaton Methods
Ot Midress Assgrme

- o e oA ou

Metvork Neme Resch o
Servers

0. NAT Exprpt

9. AnyConnect Chest
Deployment

0. Samery

3AMMWNCMS¢MW’W

ArryCornect Cant Oepio yment
ArypConnact chent program can be rstaded to a dlertt device by one of the Solosng teo nethocs:
1) We leundh) « On actesseng the ASA cang & Web: Bromaer, the AnyConnect dhent package wil be autumaticaly mataled;
4) Pre-degioyment - Marusly netal the AnyConnect chent packsge
< Back Hext > | Carcal o

© 2020 KomnaHus Cisco w/vnun ee godepHue komnanun. Bee npaBa sawuileHbl
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LLar 10: O630p 3kpaHa Summary 1 npumeHeHue koHdurypauum gns ASA.

Ha akpaHe Summary npoBepbTe onvcaHve KoHdUrypaumm n Haxmute Finish.

Summary

Here is the summary of the configuration.

Name Value
El Summary
Name/Alias of the Connection Profile AnyConnect-SSL-VPN
VPN Access Interface outside
Device Digital Certificate --none —
VPN Protocols Enabled SSL only
AnyConnect Client Images 1 package
Authentication Server Group LOCAL
Address Poal for the Client 192.168.1.100 - 192,168.1.125
Server:
Bhs Domain Name:
Network Address Translation The protected traffic is not subjected to network address translation

LWar 11: NpoBepka npodumnsa knueHta AnyConnect.

Mocne oTnpasku kKoHMUrypaum

1 Ha yctponcTteo ASA nosasutcsa akpaH AnyConnect Connection Profiles.

77 Chico ASDM 74 for ASA - 19216811

Ale View Teools Wiads Window

L. SR
[F Inroaxcesn
¥ p Hrtwurk (Cherr) Access ‘
s
ME Qhwco-nm Custoraunson bocal
| AewCornect Sent Profie
ArrCornact Oent Softaare
Oyt Accasy Pokoes
Grop Poboes
D! Peec{sEv ) Connection Profies
8 ceare Madély Sosen
» ALY tas Assgrmert
Advarced
Chentiess S, VWi Access
Eagy VW Rermote
AAA Lo Users
st San [mage
Seose Dedhaop Marager
Certficate Maragenent
Language Localastion
Do Server
DS
Advarced

Y.
e
gsg.m-mm
@_ Ste-tn 5o @

@Dmte Managevent

@mr-'.%anhnm DWN d..n- Ghm OM\‘) -

Hi
% t.llnillc
-
g cisco
Lonirmration > Bemete Acorys VPN > Network (Chent) Access > AmyConnect Connertion Profiles u
The security spokance sutorascaly decloys the Osco AmyConnect VPR Clent $9 7emote users Lpon Conrecion, The Nty dent deployment regares
encluser adminstratve rights, The Ciaca AnyConnect VPN Clent supports TPeac (0 2) hurre! a5 well as 550 furmed sith Detagram Tranmpert Layer
Secerty [DTL5) Sareing spteons,
Access Diter faces
[V Enatie Cisco AnyCamect \Ph Chent accees On the interfiaces seleciad in P adie below
SR sooess must be enabled f you slom AmyConrect chert t be isunchad from a browmes (Web Launch) |

45 Artess Poec OKExD) Access
Yterfoce —

Alow Access Eruble DL Ao Acem Erabe Cloct Sar e | Device Conate ...
outnde v / “| [ Perttetange..
o
ngce >3 E
¥ Sypess inherfoce scoess et for mbound VPN sessom
Actess ksts from groud ooiCy and user DORCy Swars apgly 10 the Taffic

Logn Fage Setting
¥ Ao user to select comection profie on the logn page.
Shutchown portsl g page.
Connection Profies
Cormecton profie [Level grow) soedfes how uter & afeedaied aod oFwr paraneters. Tou Gn arfigus Pe napng foe oot 1
connection grofie g,
& add | eot! [ Owere| Pt Mot Cane
Nare S8 Enabled Peac Enadled Abases Authentcaaon Method Group Fokcy
DefasRAG O v AMALOCAL) DfGpPokcy -
. " .
Reset
a0l H 2B B smasassneeurc
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YacTb 4: NoaknroyeHune k AnyConnect SSL VPN

LWar 1: Bxoa B cuctemy ¢ yaaneHHoro xocra.

a. Cravana Heobxoanmo yctaHoBuTb coeamHeHne SSL VPN ¢ ASA 6e3 ncnosnb3oBaHus KNneHTa, YTobbl ckavaTtb
KrnneHTckoe nporpammHoe obecnedeHne AnyConnect. Ha komnbtotepe PC-C oTkpoliTe 6pay3sep. B none agpeca
6pay3epa BeeanTe https://209.165.200.226 ans SSL VPN. SSL TpebyeTtca ans noakntodeHuns k ASA.
CnepoBaTenbHo, UCMoNb3ynTe 3awwmileHHbI npotokon HTTP (HTTPS).

b. BBeauTe HegaBHO co3faHHble MMA Nonb3oBaTenss REMOTE-USER v naponbk cisco12345. [ina npogomkeHus
Haxmute Logon.

=
iy Logon

Group AnyConnect-SSL-VPN [~ |
Username [REMOTE-USER |
Passwaord |..¢...|... |

MpumeyaHme. ASA MOXET 3anpocuTb NOATBEPXKAEHUE TOrO, YTO 3TO AOBEPEHHbIN canT. [Mpn nony4yeHnn Takoro 3anpoca
Haxmute Yes Ans NpoaosPKeHus.

LWar 2: O6HapyxeHue nnatdopmbl (NpU HeO6XxO0AUMOCTH).

Ecnu Heobxoammo ckavaTb knueHT AnyConnect, Ha yaaneHHoM xocTe OyaeT BbiBeAEHO NpeaynpexaeHue CUCTembl
6e3onacHocTn. ASA onpegenut, umeetcs nn ActiveX Ha xocte. Ytobbl ActiveX koppekTHO paboTan ¢ Cisco ASA, BaxHO,
4YTOObI yCTpOMNCTBO GEe3onacHoCTM 6bINo A06aBNeHo Kak AOBEPEHHbIN CETEBOWN CauT.

Mpumeyuanune. Ecnn ActiveX He oBHapyxeH, He0BXx0aUMO BPYYHYHO CKayaTtb U YCTaHOBUTb KITMEHTCKOE NMporpammHoe

obecneyveHne AnyConnect. YTobbl MONYy4YMTb MHCTPYKLMK O TOM, KaK BPYYHYIO CKayaTb KITMEHTCKOE NporpaMMHoe
obecneyveHne AnyConnect, nepenaute K wary 3.

a. ASA vHUUMMpYeT NpoLEeCcC aBTOMATUYECKOM 3arpy3ku NPorpaMmMHOro obecneveHns, COCTOSALLMIA 13 NOCNenoBaTeENbHOCTU

NMPOBEPOK Ha COOTBETCTBYUE LierneBor cuctembl. ASA onpegenut nratdopmy nyTem 3anpoca KIMEHTCKON CUCTEMBI, YTOObI
MAEHTUULMPOBATL TUN KIMWEHTA, NOAKIOYAEMOro K YCTPOMCTBY 6e3onacHoCTV. Ha ocHOBaHWMM NOMYyYEHHbIX AaHHbIX
o nnatcpopme ByeT aBTOMaTUYECKN 3arpykeH TpebyeMblii MPOrpamMMHbIN NakeT.

'E'll_,:ég' AnyConnect Secure Mobility Client

p'§' WebLaunch Attempting to use Java for Installation
Sun Java applet has started. This could take up to 60
Platform seconds. Please wait...
" Detection
EEEEEEEEEEEE

- Java Detection

Download
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b. Ecnu nosisutcsa okHo AnyConnect Downloader, B koTopom 6yaeT HanvcaHo, 4to cepep AnyConnect
209.165.200.226 He ygoaetcsa BepuduumpoBaTb, HaxXMuTe kHonky Change Setting.

[”3 AnyConnect Downloader [€3]

Untrusted Server Blocked!
AnyConnect cannot verify server: 209, 165,200,226

Cannecting to this server may result in a severe security compromse!

Security Risks Explained

AnyConnect is configured to block untrusted servers by default. Most
users choose to keep this setting.

Ife ting is changed, AnyConnect will no longer automabcaly
block connections to potentially malicous network devices,

| ChangeSetting... | |  KeepMe Safe

c. AnyConnect Downloader oTobpa3suTt okHO BepudmKaLum, B KOTOPOM MOXHO M3MEHWUTL HACTPOMKW, BNoKMpytoLme

HefoBepeHHble coeanHeHmns. Haxmute Apply Change.

AnyConnect Downloader @

Change the setting that blocks untrusted connections?
Changing this Preference may result in a severe security compromise!

You must retry the connection after the setting is changed.

[ Apply Change ] [ Cancel ]

d. Ecnn Bbl nonyunte npegynpexaeHve Security Warning: Untrusted Server Certificate, Haxxmmte Connect Anyway.

@ AnyConnect Downloader @

A Security Warning: Untrusted Server
Certificate!

AnyConnect cannot verify server: 209,165,200, 226

Certificate does not match the server name.
Certificate is from an untrusted source.

Connecting to this server may result in @ severe security compromise!

Security Risks Explained

Most users do not connect to untrusted servers unless the reason for
the error condition is known.

Connect Anyway ] [ Cancel Connection ]
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e. B okHe AnyConnect Secure Mobility Client Downloader 6yaeTt otobpaxaTbcs 06paTHbI OTCHET BPEMEHU 3arpy3Ku.

AnyConnect Secure Mobility Client Downloader

S
s . | Downloading AnyConnect Secure Mobility Client 4,1,00023. .
{ Please wait...

" Time Left: 5mins 11 secs (1. 11 MB of 3.36 ME copied) -

f. Mocne 3aBepLleHna 3arpy3km Ha4yHeTcqa aBToMaTn4eckaa yCtaHoBKa 3arpy>XeHHoro nporpamMmmHoro obecneveHus.
I'IpM nosABneHnn 3anpoca Ha BHeceHne N3MEHEHUN Ha KoMnbroTEpPE HaxXmuTe Yes.

=

@ Doyou want to allow the following program from an
“2/ unknown publisher to make changes to this computer?

Program name:  C:\Users\NetAc...\WinSetup-Release-web-deploy.msi

Publisher: Unknown ‘
File origin: Hard drive on this computer
() Show details C i [ No J

Change when these notifications appear

g. [Mocne 3aBeplieHns yctaHoBku knmeHT AnyConnect yctaHoBuT nogkntodeHne SSL VPN.

AnyConnect Secure Mobility Client

CIsCO
f§_ WebLaunch Connection Established
The Cisco AnyConnect Secure Maobility Client has
Platform successfully connected.
" Detection

The connection can be controlled from the tray icon,
circled in the image below:

- Java Detection
o = Wy 1256 PM

- Connected

Download
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h. Ecnu Ha naHenu cneea yctaHoeneH dnaxok Connected, nepenaunte k wary 5. Ecnu donaxok Connected
He yCTaHOBINEH, nepenauTe K wary 3.
LLar 3: YctaHoBKa Bpy4Hyto knueHTa AnyConnect VPN (npu Heo6xoamMmocTu).

Ecnu ActiveX He oGHapyxeH, Heo6Xx0aAMMO BpyUHYIO CKavaTb U YCTaHOBUTb KITMEHTCKOE NporpaMmmMHoe obecneyeHne
AnyConnect.

File “!m- View Fovoutes Yook Help

x Google v 2P Sesrch + | More®  Sigaln X +

nlllqlllc : We '
cisco Cisco AnyConnect VPN

& Weblaunch

Web-based installabion was unsuccessful. I you wesh
to install the Cisco AnyCoonect VPN Chent, you may

Platform
Detaction downiced an installer package,
- Act X Instal usng the link below!
Windows 7/Vime/ 04/ X8
- Java Detection s TV 4/XE
Alternatively, tgiry the automate instaliation,
- Download

Do you went to run or save anyconnect-win-2.5.2014-web-..exe (1,77 ME) from 209.165.200.2267

@ This type of File could herm your computer fun Save v Cancel

Ha akpaHe Manual Installation Haxxmute Windows 7/Vista/64/XP.
HaxxmuTe Run ans yctaHosku knueHTta AnyConnect VPN.

c. Kak Tonbko 3arpyska 6yaet 3aBeplueHa, HayHeTcs ycTtaHoBka knmeHTa Cisco AnyConnect VPN. Haxmute Next,
4TOObI NPOACITKNTD.

Cisco AnyConnect VPN Client Setup

y

Welcome to Cisco

AnyConnect VPN Client
Setup Wizard

The Setup Wizard will install Cisco AnyConnect VPN
Client on your computer. Click Next to continue or
Cancel to exit the Setup Wizard.
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d. Tpoutute cornawenne End-User License Agreement. Beibepute onumio | accept the terms in the License
Agreement n Haxxmute Next, 4ToObl TPOAOITKNTL.

ﬁ Cisco AnyConnect VPN Client Setup @

End-User License Agreement ] 5,

Please read the following license agreement carefully g

Client Software License Agreement of Cisco Systems -

THE SOFTWARE TO WHICH YOU ARE REQUESTING RCCESS IS
THE PROPERTY OF CISCC SYSTEMS. THE USE OF THIS
S0FTWARE IS5 GOVEENED BY THE TERMS &ND CONDITICNS OF
THE AGREEMENT SET FORTH BELOW. YOU (CN BEHALF OF
YOURSELF AND THE BUSINESS ENTITY YOU REPRESENT) MUST
AGREE TC THE FOLLCOWING TEERMS3 AND CONDITICNS IN CRDER
TC USE THE SOFTWARE. IF YOU DO NOT AGREE TC THE
FOTLTOWTHG TERMS AND CONDTTTONS THEW YOI ARF WOT

@) I accept the terms in the License Agreement
' 1 do not accept the terms in the License Agreement

Advanced Installer

I < Badk J[ Next = l [ Cancel

e. [Mossutcsa okHo Ready to Install. HaxxmuTe Install, 4tobbl npogomkuTs.

ﬁ Cisco AnyConnect VPN Client Setup

Ready to Install # =
The Setup Wizard is ready to begin the Typical installation g

Click "Instal™ to begin the installation. If you want to review or change any of your
installation settings, dick "Back”, Click "Cancel” to exit the wizard.

Advanced Installer

I < Back H g Install I [ Cancel I

I'Ipumetlarme. Ecnun nosiButcs npeaynpexaeHne CMctemMbl 6esonacHocTu, HaxMmuTe Yes, YToObI npoaomXKNTb.
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f.  [ns 3aBeplueHusi ycTaHOBKU HaxxmuTe Finish.

14! Cisco AnyConnect VPN Client Setup =

Completing the Cisco
AnyConnect VPN Client
Setup Wizard

Click the Finish button to exit the Setup Wizard.

< Back Cancel

War 4: NopgkntoyeHune k cetn AnyConnect SSL VPN.

a. [ocne ycraHoBku knneHta AnyConnect VPN 3anyctute nporpamMmmy Bpy4Hyto, Bbibpas Start >
Cisco AnyConnect VPN Client.

% Remote Desktop Connection

5[ Getting Started

NetAcad
Sticky Notes

% Snipping Tool

Documents
Pictures
Music

Computer

<@ XPS Viewer
Control Panel

% Cisco Configuration Professional
2 Devices and Printers

@/ Windows Fax and Scan
Default Programs

‘@ Cisco AnyConnect VPN Client Hélp and Support

» Al Programs

rch programs and files
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b. Tporpamma npegnoxut BBecTv agpec 6esonacHoro wnto3a. Beegute 209.165.200.226 B none Connect to

1 HaxxmuTe Select.

@ Cisco AnyConnect VPN Client

¥ Connection | € Statistics | & About|

(= ]

T
CISCO

Connect to: 209,165.200.2256

,

MNpumeyaHue. Ecnu nosiBuTCs NpeaynpexaeHne cucTeMbl 6e30nacHOCTU, HaxkMuTe Yes Ans NPOAOIPKEHUS.

c. Mpw nonyyeHnn 3anpoca Beegute nms nonb3osatens REMOTE-USER v naponb cisco12345.

@ Cisco AnyConnect VPN Client

¥ Connection | € Statistics | & About|

(= ]

TN
Cisco
Connect to: 209.165,200.226 hd
Group: AnyConnect-55L-VPN v ]
Username: REMCOTE-USER
Password:  ssssssses 4

Please enter your username and password.
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LWar 5: MpoBepka cBA3u no VPN.

Mocne yctaHoBneHust coeanHernst SSL VPN no TyHHento B 06nacTv yBegoOMIIEHUIA CUCTEMbI MOSIBUTCS 3HAYOK,
YKa3blBalOLLMIA Ha yCreLWHOoe NoakmoYeHne knuenTa k cetm SSL VPN.

a. [ns otobpaxeHust nHopMaLmm 1 CTaTUCTUKM O COeaVHEHWN ABaXabI LLENKHUTE 3Ha4ok AnyConnect B obnactm
yBeOMIEHMI cucTeMbI. 30eCh e Bbl cMoxeTe npepeaTth ceaHe paboTel SSN VPN. Ceitvac HE Haxvmarite KHOMKy
Disconnect. HaxmuTe 3Ha4OK LLecTepeHKM B JIEBOM HIDKHEM Yriy okHa knneHTa Cisco AnyConnect Secure Mobility.

@ Cisco AnyConnect Secure Mobility Client EI [=] @

Connected to 209, 165,200, 226,

001416 IPv4

1* MO

b.  YTo6bl NONYYNTE JONONMHUTENBHYI UHAOPMALIMIO O COEANHEHWUM, UCNOMb3YNTE NOSIOCY MPOKPYTKU B NPaBOMN YacTu
Bknagku Virtual Private Network (VPN) — Statistics.

9! Cisco AnyConnect Secure Mobility Client EI = @

cisco AnyConnect:

Virtual Private Network (VPN)

| Preferences | Statistics |Route Dietails | Firewall | Message History

Connection Information
State: Connected
Tunngl Mode (IPv4): Tuningl All Traffic
Tunnel Mode (IPvE): Drop All Traffic
Duration: 00:05:086
Address Information
Client (IPv4): 192,168.1.100
Client (IPva): Mot Available
Server: 209,165,200,226
Bytes
Sent:
Received:

Frames

Reset | | Exportstats...

MpumeyaHune. BHyTpeHHni IP-agpec, HasHaveHHbIn knneHTy 13 nyna VPN, — 192.168.1.100-125.
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c. B komaHpgHol cTpoke Ha yaaneHHom xocte PC-C npoBepbTe IP-agpecaumio ¢ nomMoLLpto komaHabl ipconfig.
O6paTtuTe BHMMaHKWe, YTO yKka3aHbl ABa IP-agpeca. OguH 13 HUX — nokanbHbI IP-agpec yaaneHHoro xocta PC-C
(172.16.3.3), a BTOpon — IP-agpec, HasHa4yeHHbIn TyHHento SSL VPN (192.168.1.100).

B C\Windows\system32\cmd.exe

C=~Users MetAcad>ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection 3:

Connection—specific DHS Suffix .
IPu4 Address. . . . .
Subnet Mask . . . . .
Default Gateway . . R

Ethernet adapter Local Area Connection:

Connection—specific DHS Suffix
Link-local IPuvb Address

IPv4 Address. . . . .

Subnet Mask . . . . . .
Default Gateway . . . .

C:\UserssHetfcad>

ccnasecurity.com
192.168.1.1868
255.255.255.8
192.168.1.1

feBO::70f5:F£35c:5%de=53a711
172.16.3.3
255.255.255.8
172.16.3.1

[E=8Eoh

m

d. C ygpaneHHoro xocta PC-C otnpaBbTe 3x0-3anpoc Ha komnbioTep PC-B (192.168.1.3), 4To6bl NpOBEPUTL CBS3b.

BEE C\Windows\systemn32hcmd.exe
C:nUserssNetfcad>ping 192_168.1.3

Pinging 192_.168.1.3 with 32 bytes of data:

o] & [=]

Reply from 192 .168.1._3:
Reply from 192.168.1.3:
Reply from 192 _168.1_3

bhytez=32 time=4dmsz TTL=128
hytes=32 time=4ms TTIL=128
hytez=32 time=%ms TTL=128

Reply from 192.168.1.3: hytes=32 time=4ms

Ping statistics for 192.168.1.3:
Packets: Sent = 4, Received = 4, Lost

Minimum = 4ms, Maximum = 9ms. Average

C:\UserssHetfcad>

TTL=128

@ (@x loss).
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LLar 6: MpocMoTp yaaneHHOro ceaHca nonb3oBaTens 6e3 KnueHTa ¢ NOMoLLLI0 MOHUTOpa ASDM.

Mpumeuanue. Mocneaytowme cearHcbl SSL VPN MoxHO 3anycTtutb Ha BeG-nopTane unm ¢ NOMOLLbIO YCTaHOBIIEHHOIO
knueHTa Cisco AnyConnect SSL VPN. Noka yaaneHHbI nonb3oBaTenb Ha komnbtoTepe PC-C HaxoauTcst B cucteme
1 ucnonb3ayeT knueHT AnyConnect, Bbl ¢ nomMoLlbio MoHuTopa ASDM mMoxeTe BUgeTb CTaTUCTUKY MO CeaHcy.

B ctpoke meHto ASDM HaxxmuTe Monitoring, a 3atem Bbibepute VPN > VPN Statistics > Sessions. HaxmuTe
packpbiBatowmiica cnucok Filter By n Belbepute AnyConnect Client. Bbl 4OMmMKHbI YBUAETE CEAHC NOMb30BaTens
VPN-User, BowegLiero B cuctemy ¢ komnbtotepa PC-C, koTopomy ycTporncTBo ASA Ha3Haunno BHYTPEHHWUIA CETEBON
IP-agpec 192.168.1.100.

npumeqauue. Ona 0T06pa>|<eHv|s| CeaHCa yaaneHHOoro nonb3oBaTtensd MoxeT I'IOTpe6OBaTbCF| HaXaTb KHOMKY Refresh.

() Cico ASDM 7.4 for ASA - 19218311 | ek
fle Vew Jooki Wywd: Wedow belo : ol
@ Hore ol Contorsan [ Meatang [gd e Q¥ resen Ow + 5 P o ciIsco
S Monfarion = VI VPN Statistis > Sessiony (=}
g VW Sustencs
_Yoessuu]

Actrow Curmdatrve Peak Concurrenmt Feacree

5 n.vo.ocfan
¥ B Oentess S5 VPN

Exsy VW Oent
VPN Conrecton Graphs Fier By1 peoyConnect Ohent w A Sessons . Fite
B W54 Seszone
Grovp Polcy Armgned B Adcrems Frotoo Logn Trre Dot
Corvmcton frofie e 1P Addrwes Encrpgtion Dueaton

e S R A,

{% Tterincrs

B

L - i i '
?

‘{'I Hautng To sort VON sesscns, nght<Sck on P above talde and select Table Sort Order from popup men,

n Properdes Loget By: | — Al Seamors — - Logat Senscre

e
Lr]J =008 Refresh)

Last Updated: 5515 L2:05:55 Pm

Deots Refreshed Successfilly om0} 2z 3 Q é /15 %5530 PMUTT

Bonpocbl ansa nosTopeHus

1. VYkaxuTe kak MWHUMYM [Ba npeunmMyllectsa cetu VPN c ncrnonb3oBaHWeM KIIMEHTa Mo CpaBHEHUIO C CEeTblo be3
MCNONb30BaHUA KIMMEeHTa.

2. YKaxuTe Kak MWHUMYM OOHO pa3nunyne Mmexay BapuaHTamMm ncnosib3oBaHUA SSL n IPsec gns LwncppoBaHus TYHHEnA
yoaneHHoro aocryna.
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CBopgHasa Tabnuua no nHTepcdencam MapLipyTM3aTopoB

CBoaHasa Tabnuua no uHtepdencam MapLUpyTM3aTopoB

Mopenb UHTepdpeiic UHTepdpetic MocnepoBaTtenbHbIN MocnepoBaTenbHbIN
MapLipyTusaTtopa Ethernet 1 Ethernet 2 uHTepdec 1 uHTepdenc 2
1800 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1)
(FO/0) (Fa0/1)

1900 Gigabit Ethernet 0/0 | Gigabit Ethernet 0/1 Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1)
(G0/0) (G0/1)

2801 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/1/0 (S0/1/0) Serial 0/1/1 (S0/1/1)
(FO/0) (FO/1)

2811 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1)
(FO/0) (FO/1)

2900 Gigabit Ethernet 0/0 | Gigabit Ethernet 0/1 Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1)
(G0/0) (G0/1)

MpumeyaHme. YTobbl y3HaTb KOHDUIypauuio MapLipyTmu3aTopa, onpeaenuTe ero Tun Nno uHTepdencam, a Takke

MO KONMYECTBY UMEIOLLMXCA MHTEpencoB. APPEKTUBHO NEPEINCTIUTL BCE KOMOMHALMM HAaCTPOEK ANs MapLupyT1saTopa

KaxK[Qoro Kknacca HeBO3MOXHO. B aaHHOM Tabnuue npuBegeHbl MOoeHTUMUKaTOPbl BO3SMOXHBLIX KOMOMHaUMI HTepdencos
Ethernet n nocnegoBaTenbHbIX MHTEPENCcoB B ycTponcTee. B aTy Tabnuuy He BKMtoYeHbl kakme-nnmbo uHble Tunbl
UHTepdencoB, Aaxe ecnu B onpeaeneHHoM MapLIpyTu3aTope OHM MOryT NPUCYTCTBOBaTL. B kavyecTBe npumepa MOXHO
npusectn nitepdeiic ISDN BRI. B ctpoke B ckobkax npvBegeHsl oduumansHble abbpesnaTypbl, KOTOPbIE MOTYT
ucnonb3oBaTbes B komaHaax Cisco |I0S ans npegcraBneHns MHTEPAENCOB.
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